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Built to meet CIS20 controls – and provide advanced analytics

• redWOLF3 is a logging, reporting and response tool

• Provides advanced analysis of firewall data and logs

• Highly customizable

• Able to create notifications, and trigger live SHUN 24/7/365

• Growing into a SIEM



WHAT WE ARE CURRENTLY BLOCKING

During the month of October…

 ASA (border firewall): 26.1M (estimate)

 FirePOWER (internal firewall): 81.3M

 SPAM: 15.8M

 DNS/Umbrella (malicious webpage requests): 2.23M

 redWOLF3 SHUNS: 1132 (only 47 done manually)

 Sophos antivirus: 3.3M

Multi-year Network redesign in process!  Will shrink our digital “attack surface”.



DUO STATUS

 DUO is multi-factor authentication for WOU Portal

 Met with nearly every department/division to explain DUO

 As of 11/11/19, we have 50% of our 897 Faculty/Staff enrolled in DUO

 The goal remains to have all Faculty/Staff in DUO by end-of-term

 Sending bi-monthly reports to Directors and Division Chairs with DUO enrollment 

status

 Discussing opening DUO to students in Winter Term



INFORMATION SECURITY TRAINING

Information Security Training Program!

 Rollout scheduled for 12/2/19

 Delivered as “bite sized” chunks (via Portal)

 3-5 minute lesson every 2 weeks

 26 lessons per year instead of a single 2hour training

 Topics include phishing, passwords, etc…

 Available to faculty, staff and students

 Total customizability – can include timely addition of emerging threats

 Feedback built into the tool



INFORMATION SECURITY TRAINING



QUESTIONS?


